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Over the past nine months, forensic security teams have logged multiple brands of Chinese solar inverters
containing hidden wireless communication equipment. Investigators have also discovered ...

Those components could theoretically be used to turn off inverters remotely and destabilize the energy grid or
potentially cause blackouts, according to the experts.

This investigative article exposes the discovery of undocumented communication devices hidden in
Chinese-made solar inverters, creating unprecedented vulnerabilitiesin global power grids.

A Reuters investigation, citing two individuals familiar with the matter, revealed that undocumented
components were found during security inspections of inverters connected to the ...

These undocumented communication modules offer an invisible back door into devices that regulate a
growing share of the world"s electricity. "It effectively means there is a built-in way to...

Experts have warned that communication devices could evade firewalls and switch inverters off remotely,
posing a huge risk to power grids, asthey could change settings, damage ...

Power inverters, which are predominantly produced in China, are used throughout the world to connect solar
panels and wind turbines to electricity grids.

Reuters was unable to determine how many solar power inverters and batteries they have looked at. The rogue
components provide additional, undocumented communication channels ...

Technical experts conducting detailed hardware inspections, or "teardowns,” of inverters connected to U.S.
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power grids revealed the presence of unauthorized communication modules, ...

U.S. energy officials have launched an investigation after discovering unauthorized communication equipment
embedded within Chinese-manufactured solar power inverters connected ...
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